CIIOPTHBHA HAYKA TA 3J10POB’fA JIFO TUHHA

https://doi.org/10.28925/2664-2069.2024.11

ESPORTS AND CYBERSECURITY:
MODERN DIGITAL SOLUTIONS

Denysova Lolita”’®, Lavrov Vitaliy®”

National University of Ukraine on Physical Education and Sport, Kyiv, Ukraine

Author’s contribution:
A — Study design; B — Data collection;
C — Statistical analysis; D — Manuscript preparation;
E — Manuscript editing; F — Final approval of manuscrip

Abstract

Introduction. Esports, characterized by significant exponential growth in recent years, has become
a crucial subject of study in the context of the overall dynamics of the video game
industry. Simultaneously, there is not only an increased interest in competitive gaming
events but also a rise in cybersecurity threats targeting the confidentiality of
participants' personal data and the integrity of competitions. These issues pose a
substantial threat to the stability and integrity of the esports ecosystem.

The purpose of the study is to investigate and analyze the contemporary digital solutions in the
intersection of esports and cybersecurity.

Research methods: the analysis of scientific literary sources and the Internet, generalization,
systematization.

Results. The substantial volume of lucrative personal data processed in connection with the
participation of virtual players in tournaments with multimillion-dollar prize funds
creates new challenges for ensuring confidentiality and preventing unauthorized access.
Various types of cyber attacks, such as Distributed Denial of Service (DDoS) attacks,
hacking attempts, phishing, and the use of malicious software, using built-in execution
proxies to run malicious code, masquerading as legitimate software, and software
supply-chain compromise underscore the urgency of developing and implementing
effective security measures. Particular attention should be given to proactive
cybersecurity management, tailored specifically to the unique requirements of esports,
aiming not only to maintain trust but also to ensure the sustainable growth of this crucial
industry.

Conclusions. ldentified priority directions for the development of cybersecurity systems include
aspects of access control with the expansion of authentication procedures, the design
of secure systems, the use of cryptographic algorithms like OpenSSL, tracking and
analyzing potential threats and malware, migration to cloud platforms that natively offer
sophisticated security capabilities, as well as the implementation of cyber insurance.
These measures are aimed at establishing a highly efficient and resilient cyber
infrastructure, contributing to the enhancement of security levels and the development
of the esports ecosystem.
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KIBEPCIMOPT TA KIBEPBE3MNEKA:
CYYACHI UN®POBI PILLEHHA

Jenucosa Nlonita) Naspos Bitaniin®®
HayioHanbHuli yHisepcumem ¢hi3u4HO20 B8UXOBAHHA i cnopmy YKpaiHu, m. Kuis, YKpaiHa

BHecoK aBTopa:
A — KOHUeNuia Ta An3anH AocniaxXeHHa; B — 36ip aaHux;
C—aHanis i iHTepnpeTayia gaHunx; D — HanucaHHA cTaTTi;
E — pepgaryBaHHA CcTaTTi; F — OCTaTOYHe 3aTBEpPAKEHHA CTATTI

AHoTauin

AkmyansHicme. KibepcnopT, AKMA B OCTaHHI POKKU BiA3HAYAETLCA ICTOTHUM EKCMOHEHLiMHUM
POCTOM, CTa€ BaX/MBMM OO'EKTOM [AOCNIAMEHHA Y KOHTEKCTI 3arasibHOi AWHaMiKu
PO3BUTKY IHAYCTpIi Bigeoirop. B ToM »Ke 4Yac, CNOCTepiraeTbCs He TiINbKU NiABULLEHHA
iHTEpecy 40 3marajsibHUX FeMMIHFOBMX 3ax04iB, ase M 3POCTaHHA Ki/lIbKOCTi 3arpos
Kibepbe3neLi, OpieHTOBaHWX Ha KOHQIAEHLUiMHICTb 0COBUCTUX AAHUX Yy4YaCHUKIB Ta
LinicHiCTb i 4ecHicTb 3maraHb. Lli npobnemu crTaHOBAATL CEPMO3HY 3arposy Ans
cTabinbHOCTI Ta iHTErpuUTETY KibEepCcnopTUBHOT EKOCUCTEMM.

Mema 0ocnionceHHA NONATaE y BMBYEHHI Ta aHanisi umdpoBux pieHb Kibepbesnekn B obnacTi
KibepcnopTy.

Mamepian i mMemoOu: aHani3 HayKOBUX NIITEPATYPHUX AXKEPeN Ta MepeKi IHTepHeT, y3arasbHEHHS,
cMcTemaTtmsalis.

Pe3ynemamu. 3Ha4HWUI 06cAar NpMbyTKOBUX NEPCOHANbHUX AAHUX, AKMI 06p0obAAeETbCA ¥ 3B'A3KY 3
y4acTio BipTyasbHUX FpaBLiB Yy TypHipax 3 6araTomifibMOHHUMM NPpU3oBUMU GOHOaMMU,
CTBOPIOE HOBi BUKAMKW AN 3axUCTy  KoHOigeHUiMHocTi Ta  3anobiraHHA
HecaHKLioHoBaHOMY AocTyny. PisHOMaHITHI BuAK KibepaTtak, TaKi AK po3noAifieHi aTaku
Ha obcnyrosyBaHHA (DD0S), xaKepcbKi aTaku, ¢iWKMHI, BUKOPUCTaHHA BOYAOBAHMX
NPOKCi-CcepBepiB ANA 3anNyCKy WKiAAMBOro KoAy, MaCKyBaHHA Nig NeritTMmHe nporpamHe
3abe3neyeHHA aKUEHTYIOTb HACYLWHICTb PO3POOKM Ta BNPOBaAKEHHA edeKTUBHUX
3acobis 3axucty. Ocobnusy yBary caig npuainuTu NPoakTMBHOMY YNpasAiHHIO
Kibepbe3neKow, aganToBaHOMY ChelianbHO AAA YHiKanbHUX BUMOF KibepcrnopTy, 3
METO He NInLLEe NiIATPMMAHHA PiBHA 40BipK, a 11 3abe3neyeHHA CTIMKOro 3poCcTaHHA Li€ei
BaXK/IMBOI ranysi.

BucHosku. BU3Ha4yeHi NpiopuUTETHI HanpAMKM PO3BUTKY CUCTEM Kibepbe3neKkun, BKAOYAKUYM aCNeKTH
KOHTPO/IIO AO0CTYNy 3 pPO3WMPEHHAM npoueaypu ayTeHTudiKauii, NpOEKTYBaHHS
6e3neyHnx cuctem 3 BMKOPUCTAHHA KpunTorpadiyHmx anroputmisa  OpenSSL,
BiACNiAKOBYBAaHHA Ta aHani3 MNOTEHUIMHMX 3arpo3 Ta LWKiAAMBOro MNPOrPamHOro
3abe3neyeHHn, nepexig Ha XmMapHi NnatGopmm 3 HaZiMHMMKM cucTtemamm H6esneku, a
TAKOX BMPOBAAKEHHA KibepcTpaxyBaHHA. Lli 3axoau cnpsmoBaHi Ha CTBOPEHHSN
BUCOKOE(]EKTUBHOI Ta CTiMKOI KibepiHPpaCTpPyKTypu, COpUAIOYM TUM  CaMUM
niaABULLEHHIO piBHA 6e3neKkn Ta PO3BUTKY eKocucTeMu KibepcnopTy.

Kntouosi cnosa: KibepcnopT, Kibepbe3neKa, 3axmcT AaHUX, eKkocucTema KibepcnoprTy.
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Introduction

With the rising popularity of esports
comes an escalation in cybersecurity
threats associated with this sector.
Cybercriminals may target players, esports
organizations, and enthusiasts using
various attack methods, including hacks,
fraud, and data breaches. Consequently,
the need for modern digital solutions to
address cybersecurity challenges becomes
more critical [5, 9].

A lot of scientific research are
devoted to the current problems of
esports, namely: the formation and
development of esports in the world and in
Ukraine (Y.Imas, O.Yarmoliuk), the system
of training and competitions in esports
disciplines (O.Shynkaruk), issues of physical
activity and injury prevention
(O.Andrieieva, M.Dutchak), medico-
biological and medical support in esports
(L.Shakhlina, S. Futorniy, 0.Maslova),
analysis of the esports market in times of
growing investment attractiveness
(Y.Chayka) [2, 3, 9].

The problems of cybersecurity in
esports are insufficiently covered in the
current literature. There is a need for a
more in-depth study of social, economic,
ethical aspects of cybersecurity in esports,
development and implementation of
effective cyber protection strategies.

Aim of the study

The aim of the study is to investigate
and analyze the contemporary digital
solutions in the intersection of esports and
cybersecurity.

The research aims to understand the
evolving challenges within this space and
provide insights into effective measures to
address them.

Material and methods

Methods are the analysis of scientific
literary sources and the Internet,
generalization, systematization.

Results

Esports, as a form of competitive
activity in video games, is gaining
substantial popularity, attracting a broad
audience and leading to a significant surge
in online engagement [3, 9].

In recent times, there has been
remarkable expansion in the field of
esports due to the increasing
acknowledgment of competitive video
gaming in the mainstream. Nevertheless,
accompanying this surge in popularity,
there is a concurrent rise in cybersecurity
risks that focus on compromising sensitive
data and undermining the integrity of
competitions.

As B. Akhmetov states in his work [1],
in connection with the growing number of
complex targeted cyberattacks directed at
the mission critical computer systems, one
of the vital problems of society is the
information security and its components —
cybersecurity. When conducting targeted
attacks, cybercriminals frequently are
used unique harmful programs and
methods of penetrating the objects of
cyber protection.

Sheppard Mullin’s  Privacy and
Cybersecurity Team Leader L. Thomas and
its Privacy and Cybersecurity Lead
Associate J. Kadish discusses the complex
landscape of privacy laws in competitive
video gaming [10]. They highlight that for
stakeholders in the esports industry, data
use opportunities must be balanced with a
complex web of privacy laws.

New immersive experiences in
esports using virtual and augmented
reality technologies are increasing the
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need for a workable privacy and
cybersecurity framework in this area.

As A. Whaley, senior technical
director at Promon, points out, from a
developer or publisher's perspective,
gaming-related cybercrime is detrimental
to business. Failure to provide players with
a safe and secure experience undermines
consumer confidence, undermines in-
game economies, and ultimately reduces
game and microtransaction sales [15].

According to G. Miller [8], the
majority of PC games are delivered
through digital platforms, such as Steam,
and users ultimately store their credentials
in these platforms (including bank
information). Thus, digital platforms like
Steam, EA Origin, Blizzard’s Battle.net, and
a handful of other digital game clients are
ripe for malicious attacks. Steam alone has
over 125 million users. Also at risk are
game-specific clients, such as Garena’s
League of Legends.

F. Mercés and M.R. Fuentes [6]
predict that cybercriminals will
increasingly target the esports industry
over the next years. Through analysis of
the esports market and the technology
behind it, they believe that it will face the
same types of cyberattacks that the
gaming community is already facing — but
on a larger scale. Also, with esports
predicted to join the Olympics in the
future, new challenges lie ahead —
matches among nations might inspire
nation-sponsored hackers to rig games for
pride and bragging rights [6].

Esports and cybersecurity are
intertwined in today's digital landscape. As
eSports continues to grow in popularity
and the industry's digital presence
expands, cybersecurity has become a top
priority for teams, players and tournament
organizers. In this context, it is relevant to
introduce modern digital solutions to

protect the integrity and security of the
esports ecosystem [5, 9].

Analysis of sources on the research
problem allowed us to identify common
cybersecurity threats in the gaming
industry [12, 13, 14].

Phishing is one of the biggest
cybersecurity threats in esports and online
gaming platforms. Phishing campaigns
often target clients of gaming platforms to
obtain their credentials or payment card
information in order to pass it on to other
cybercriminals. In some cases, these
phishing campaigns are also used to
spread malware.

For example, Elastic Security Labs
reveals that BLISTER, which is a malware
loader associated with financially-
motivated intrusions, relied on the
rundll32.exe proxy built into every version
of Microsoft Windows to launch their
backdoor this year.

The BLISTER loader is a useful
example because its authors invested a
great deal of energy encrypting and
obfuscating their malicious code inside a
benign application. They fraudulently
signed their “franken-payload” to ensure
human and machine mitigations didn’t
interfere.

We often encounter data leaks
related to online gaming companies
offered and shared on various criminal
forums. The players’ personal and financial
information and login credentials are on
sale in most cases. However, besides the
players’ personal information, the source
code for an entire game or some platform
databases may be offered for sale and
taken by the highest bidder on the dark
web.

DDoS attacks

DDoS (Distributed Denial-of-Service)
attacks are the most common malicious
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campaigns to sabotage an esports event.
Hackers can route Internet traffic to
servers hosting esports tournaments and
matches by slowing them down and
overloading them. As a result of a DDoS

DDoS Service - Take Down The Competition

2 February 2008 - 06,14 PM

attack, the connection slows down, and
the response time increases, which can
easily cause the affected team to lose (see
Fig.1).

We Offer

Power, we count with a variant of Mirai botnet and several servers 10 perform the most powerful attacks
Support, we are here 1o help you, we can an all y related questions

Privacy, we keep all our orders anonymous

We will take down your competition

for hours or even days

The price depends on the difficulties we face

Average rate is from 108S 1o 808 per hour

Poyment Methods: BTC, ETH, PayPa

Figurel — lllegitimate DDoS offer in the underground market (example) [4]

Avirtual private network (VPN) is one
of the most critical security tools: a VPN
encrypts your Internet connection and
hides your IP address to protect your
online activity from hackers.

Many players use it to cover up their
real whereabouts and defend themselves
against possible DDoS attacks.

Stolen accounts

Hackers often target esports
accounts to hack them and exclude
owners from their accounts. They also use
password cracking software to decrypt
account credentials and crack the account.

Theft of intellectual property

One of the main concerns for online
gaming companies is intellectual property
theft. Gaming companies that have

suffered a cyber attack are often involved
in the development of games. Creating a
single product requires not only a large
volume of capital investment but also
intellectual capital.

High-value game programs and
accumulated intellectual capital (source
code of a game) are desirable targets for
hackers or players involved in corporate
espionage.

Attempts to unfairly manipulate
tournament out-comes through hacking

in-game environments, exploiting
software vulnerabilities, using
unauthorized external aids like aimbots
etc. fundamentally undermine

competitive integrity [7].
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Hacking

In online games, hacking is also a
widespread problem, and hacking can
have two forms. With a keyboard capture
feature, Trojans can record keystrokes and
the sequence of user actions and then
send the recorded password information
and data to the current Trojan controller
to complete the hacking operation.

Hardware hacks

In professional tournaments, players
may bring their own hardware, such as a
mouse or keyboard. This also provides an
opportunity for fraud: in 2018, for
example, a player named “Ralf” cheated
in the Counter-Strike: Global Offensive
competition, where he could bypass ESEA
anti-fraud technology with his hardware.

The number of methods is almost
inexhaustible, insurmountable: more and
more ideas come to the surface so that
others can be tricked by hackers to obtain
their data and thus gain an advantage or
money.

In addition to manipulating and
hacking virtual data, server maintenance is
one of the most common security threats
in online gaming.

Server maintenance must generally
pass specific parameters to achieve
standard access procedures. The admin
staff should pay special attention to the
verification operation when the server is
under maintenance and check that these
parameters are valid.

Vulnerable game servers will always
be a popular target for hackers. By their
nature, servers are almost always online,
further increasing their exposure to cyber
attacks. Direct attacks on servers are one

of the most efficient ways to disrupt
esports games and steal information.

The most common attack types and their
effects

The most common types of threats
can vary depending on whether they are
related to professional players, gaming
companies, or tournaments. The following
figures 2a, 2b summarize the types of
attacks and their effects on game
companies (TrendMicro).

The 2023 Global Threat Report from
Elastic Security Labs identified the
following factors as a response to security
innovations that make the environment
hostile to threats [16]:

1) Heavy adversary investments in
defense evasion like using built-in
execution proxies to run malicious
code, masquerading as legitimate
software, and software supply-chain
compromise.

2) Significant research devoted to
bypassing, tampering with, or
disabling security instrumentation.

3) Increased reliance on credential theft
to enable business email and cloud-
resource compromise, places where
endpoint visibility is not generally
available.

Modern digital cybersecurity
solutions for esports include [11, 13, 14]:

+ Implementing a proficient data
encryption system is crucial for addressing
the information security risks associated
with the game. Utilizing OpenSSL, with its
extensive and powerful features such as
cryptographic algorithms, SSL protocol,
and certificate package-management
capabilities, is essential for establishing
and maintaining effective data protection.

10
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% Pro Players

Ransomware : Cybercriminals use malware to lock

game profiles and save data then demand a

Malware used to steal multiple

ntials (social media, credit accounts

and others)

&® Tournaments

%2 ATTACK

DDoS attack: Performance issues, connectivity can

be ransomed

Exploit game servers: Vulnerable servers targeted

and games disrupted

Match fixing: Players deliberately lose for money,

compromises competition

& EFFECT

Figure 2 — The most common attacks and their effects
on professional players (a) and tournaments (b) [14]

4 Use of advanced authentication
procedures. Employing sophisticated
authentication processes is crucial to
verify that only authorized players are
connected to the server. To ensure the
security of network information in the
game, it is imperative to incorporate
advanced identification  technology.
During encryption, multiple servers share
a common public key, and each system
possesses a unique private key for
decryption.

4 High performing server and wide
bandwidth. Ensuring the provision of
adequately high-performance servers and
broad bandwidth is essential for securely
and seamlessly serving players and their
requests. Network stability plays a pivotal
role in the smooth operation of online
games. To mitigate server downtime and
potential cybersecurity risks to the game,
it may be necessary to deploy additional
high-performance servers.

11
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+ The Login Gate is primarily used for
network communication between the
player and the client during login, handling
tasks such as encryption, decryption, and
verification of communication data
between the client and the Login Server.

+ Using a VPN is among the most
straightforward ways to secure laptop,
phone, or console, and it poses a reduced
risk when participating in esports events.
Despite the abundance of VPN options
available, selecting a professional service
is recommended, as it not only enhances
protection against cyber threats but also
ensures the necessary bandwidth, speed,
and latency for optimal gaming
performance. In addition to shielding users
from potential abuse, VPNs can contribute
to boosting or stabilizing internet speed
and overall performance.

4+ Building internal capacity through
hiring security experts and ongoing
training is a core imperative. Migration to
cloud platforms that natively offer
sophisticated security capabilities
provides flexibility. Collaborative mutual
defence efforts, such as threat intelligence
sharing, collective integrity actions, and
incident response agreements, prove
force multipliers.

Conclusions

Competitive esports represents an
intricate, technology-driven ecosystem
with immense volumes of sensitive data in
motion and at rest across stakeholders like
players, teams, leagues, vendors and
broadcast partners.

Its blend of extensive sensitive
personal data, competitive insight assets,
interconnected network infrastructure
and complex fan engagement ecosystems
poses immense cybersecurity challenges.

The analysis  highlighted the
importance of implementing a well-
designed data encryption system, utilizing
advanced authentication procedures,
Private Networks (VPNs) in providing a
secure environment for players and
deploying high-performing servers with
wide bandwidth to secure the network
infrastructure of esports.

The insights derived from this
research are pertinent to the ongoing
development of esports and its
cybersecurity framework. As esports
continues to gain momentum, the
integration of these digital solutions
becomes paramount for sustaining a
secure and resilient environment.

References:

1. Akhmetov B, Lakhno V, Boiko Y, Mishchenko A. Designing a decision support system for the
weakly formalized problems in the provision of cybersecurity. V: Vostochno-Evropejskij zhurnal
peredovyh tekhnologij. 2017:1(2):4-15. URL: http://nbuv.gov.ua/UJRN/Vejpte_2017_1(2)__2

(accessed: 18.12.2023).

2. Denysova L, Bishevec N, Shinkaruk O. Osnovni ponyattya kibersportu ta tendencii jogo rozvitku.
V: Innovacijni ta informacijni tekhnologii u fizichnij kul'turi, sporti, fizichnij terapii ta ergoterapii.
Materiali Il Vseukr. elektron. konf. z mizhnar. uchastyu. Kiiv: NUFVSU; 2019:275-6.

3. Chajka. Stan ta dinamika rostu rinku kibersportu. V: Ekon. visn. Nac. tekhn. un-tu Ukraini "KPI".

Kiiv: 2018: 15: 443-52.

4. Current and Future Attacks Threatening Esports. URL: https://www.trendmicro.com/en_us/ research/
19/j/current-and-future-hacks-and-attacks-that-threaten-esports.html (accessed 07.01.2024).

5. Esports and its cyber threats.

Luxembourg House of Cybersecurity (2022).
http://surl.li/psqas (accessed 07.01.2024).

URL:

12



10.

11.

12.

13.

14.

15.

CIIOPTHBHA HAYVKA TA 3I0POB’A JIFO TWUHHN

Fernando Mercés. Threats to the Esports Industry in 2019 and Beyond. Trend Micro Research.
URL: http://surl.li/gzjio (accessed: 18.12.2023).

Freeman, W. (2022, September 20). EA data breach: FIFA and NHL logins stolen and sold online.
BBC. URL: https://www.bbc.com/news/technology-62943453 (accessed 07.12.2023).

George Miller. The role of cybersecurity in eSports. EuropeanGaming.eu. URL:
https://europeangaming.eu/portal/latest-news/2019/02/26/39683/the-role-of-cybersecurity-
in-esports/ (accessed: 18.12.2023).

Kibersport: monografiya [Andreeva O., Anohin E., Bekar S., Denysova L. ta in. / zag. red. €. V.
Imasa, O. V. Borisovoi, O. A. SHinkaruk]. K.: Olimp. |-ra: 2021: 616 p.

Liisa Thomas, Julie Kadish. Playing with privacy? Privacy and cybersecurity considerations in
esports. Esports Insider: 2021. URL: https://esportsinsider.com/2021/06/playing-with-privacy-
privacy-and-cybersecurity-considerations-in-esports (accessed: 16.11.2023).

Mayra Rosario Fuentes, Fernando Merces. Current and Future Attacks Threatening Esports. URL:
http://surl.li/psqaw (accessed 27.12.2023).

Newzoo (2020). URL: https://newzoo.com/insights/trend-reports/newzoo-global-esports-
market-report-2020-light-version (accessed 07.10.2023).

Sidikov R. The current landscape of cybersecurity in cybersports. V: Universum: Ekonomika i
yurisprudenciya: elektron. nauchn. zhurn. 2023:12(110). URL: https://7universum.com/ru/
economy/ archive/item/16254 (accessed 07.10.2023).

Threats to the Esports Industry in 2019 and Beyond. URL: https://www.trendmicro.com/vinfo
/us/ security/news/cybercrime-and-digital-threats/ cheats-hacks-and-cyberattacks-threats-to-
the-esports-industry-in-2019-and-beyond (accessed 07.10.2023).

Whaley A. Hackers, Fraudsters and Thieves: Understanding Cybersecurity in the Gaming
Industry.  URL:  https://www.infosecurity-magazine.com/opinions/hackers-cybersecurity-
gaming/ (accessed 17.12.2023).

16.2023 Elastic Global Threat Report. URL: http://surl.li/psgaj (accessed 09.12.2023).

The authors claim no conflict of interests.

Author’s information:

Denysova Lolita, Lavrov Vitaliy,

Doctor of Pedagogical Sciences, Chief Digital Transformation Officer,
Professor of e-sports and information Deputy Minister of Ministry of Youth and
technologies department, Sports of Ukraine,

National University of Ukraine on Physical  Kyiv, Ukraine

Education and Sport, ORCID: 0000-0002-5368-2901

Kyiv, Ukraine E-mail: Lavrovfz@gmail.com

ORCID: 0000-0002-7045-9912
E-mail: kineziology@gmail.com

Received: 03.02.2024 Accepted: 17.02.2024 Published: 21.03.2024

Denysova Lolita, Lavrov Vitaliy. Esports and cybersecurity: modern digital
solutions. Sport Science and Human Health. 2024;1(11):5-13.
DOI:10.28925/2664-2069.2024.11

13


https://esportsinsider.com/author/esports-insider
https://newzoo.com/insights/trend-reports/newzoo-global-esports-market-report-2020-light-version
https://newzoo.com/insights/trend-reports/newzoo-global-esports-market-report-2020-light-version
https://www.infosecurity-magazine.com/opinions/hackers-cybersecurity-gaming/
https://www.infosecurity-magazine.com/opinions/hackers-cybersecurity-gaming/
http://surl.li/psqaj

